	[image: image1.png]tm




Civil Aviation Directorate
	COMPLIANCE CHECKLIST for PART-IS



	Please complete this form electronically.  
	
	For Civil Aviation Directorate use only

	
	
	File Ref: …………………………………………....

	
	
	Date: ………………….…..…………………..…...


  SECTION I:  Compliance Checklist
	Name of Operator:      
	AOC Number:      


	Regulation
	Compliance Criteria
	ISMM Reference
	CAD Only

	
	
	
	S / NS / N/A

	IS.I.OR.200(e)
	a) Does your organisation believe that it does not pose any information security risks with a potential impact on aviation safety, either to itself or to other organisations?

· If "No" this section can be skipped. If "Yes" go to next question
	     
	     

	
	b) Will your organisation be applying for a derogation? If yes submit the documents stated below:

1. Official request signed by AM

2. Risk assessment including explanations for the exclusion of all elements from the scope of the ISMS


	     
	     

	IS.I.OR.240

Resources

	Has the accountable manager ensured that all activities required by this Regulation can be financed and carried out?

REMARKS/ ADDITIONAL GUIDANCE:
· Submit finances to the Director General for Civil Aviation

	     
	     

	IS.I.OR.240

Organisational structure

	a) Has the structure been updated to reflect the ISMS (e.g. appointment of an information security manager, reporting structure)?

· Is there a link between safety, security and information security functions?
REMARKS/ ADDITIONAL GUIDANCE:
· Submit procedures / flowchart

	     
	     

	
	b) Where the organisation has decided to appoint a CRP (Common Responsible Person), does the person have sufficient capacity and delegated authority to effectively implement Part IS in the organisation?

REMARKS/ ADDITIONAL GUIDANCE:
· Open application for CRP and include his/her CV and qualifications/ certificates
	     
	     

	
	c) Has the organisation developed a framework/policy to address the different levels of trustworthiness of the workforce? Have the current staff been already assessed for trustworthiness?

REMARKS/ ADDITIONAL GUIDANCE:
· This needs to be conducted prior to establishment of ISMS
	     
	     

	
	d) Has the organisation developed a competence framework and evaluation process? Have the current staff been already assessed for competence?

REMARKS/ ADDITIONAL GUIDANCE:

· Submit training needs analysis/ gap analysis and training certificates for AM, personnel performing activities related to Part-IS
	     
	     

	
	e) Has the organisation established a process to ensure that they have sufficient personnel on duty to carry out the activities of Part-IS?
REMARKS/ ADDITIONAL GUIDANCE:

· Submit a manpower plan which shall include, Manpower Resources, Work Forecast, Capacity Planning, Contingency Planning and Human Performance.
	     
	     

	IS.I.OR.200(a)(1)
Information security policy
	a) Has the organisation developed a clearly defined information security policy?
· Is the purpose of the policy clearly stated?
· Are the information security objectives defined?
· Is the concept of aviation safety an integral part of the policy?
· Is the content of the policy appropriate to the complexity of the organisation?
· Is there a reference to the organisation's information classification scheme?
REMARKS/ ADDITIONAL GUIDANCE:

· Provide copy of security policy
	     
	     

	
	b) Is the policy available to all staff/contracted parties and has been properly communicated?

REMARKS/ ADDITIONAL GUIDANCE:

· Explain how this has been done
	     
	     

	
	c) Have criteria been established for the review of the policy?
	     
	     

	IS.I.OR.255

Change management
	a) Has a procedure for changes requiring and not requiring approval been developed by the organisation and has the organisation applied for approval to the appropriate authorit(y/ies)?
REMARKS/ ADDITIONAL GUIDANCE:

1. Refer to GM2 IS.I.OR.255 for guidance on changes requiring approval and those not.

2. Same process as per ORO.GEN in regard to timing shall be adopted in these cases
	     
	     

	IS.I.OR.235

Contracted Information Security management activities
	a)
Has the organisation defined which IS management activities are contracted, if any, to third parties and the appropriate contracts have been established?
	     
	     

	
	b) Are there procedures defining how the organisation is performing oversight of IS management contracted activities and managing any associated risk?

REMARKS/ ADDITIONAL GUIDANCE:

· Submit audit plan including Part-IS areas and contracted activities
	     
	     

	
	c) Has the organisation ensured appropriate access of the Competent Authority to the contracted parties and included this in the corresponding contracts?

REMARKS/ ADDITIONAL GUIDANCE:

· Submit copy of contracts and prior risk assessment
	     
	     

	IS.I.OR.205(a) and (b)

Scope of the ISMS
	a) Has the scope (e.g. services, systems, assets, processes, interfaces and perimeter) of the ISMS been defined with proper justifications of the outcome and any exclusions?

REMARKS/ ADDITIONAL GUIDANCE:

· Interfaces mean exchange of data, information and the assets with eservice providers, supply chains and other third parties - increasing risks
	     
	     

	IS.I.OR.205 and 210

Risk management
	a) Has a formal process for information security risk management been established?

· Are there the three main processes or procedures (i.e. Risk identification, Risk assessment and Risk treatment) defined within the risk management context?

· Are risk acceptability criteria and responsibilities clearly defined?
	     
	     

	
	b) Has the organisation defined how the risks related to operational contractors/suppliers will be managed (this does not include contracted Information Security management activities covered by points IS.I.OR.235)?
	     
	     

	
	c) Has the organisation performed an initial risk assessment (e.g. major risks and related threat scenarios both internal and at the interfaces)?

REMARKS/ ADDITIONAL GUIDANCE:

1. Submit risk registry to the application which shall include review dates based on criticality - include the justification, date of approval and information about the risk owner.

2. Submit evidence that risk assessment was shared with the organisations it has interfaces with
	     
	     

	
	d) Does the organisation have provisions for an asset inventory (processes, software, hardware) (e.g. template described in the ISMM)?
	     
	     

	
	e) Has the organisation already included the applicable assets in the inventory?
REMARKS/ ADDITIONAL GUIDANCE:

· Submit list
	     
	     

	IS.I.OR.215 and 230

Incident management (Detect, Respond, Recover)
	a) Are there procedures in place to detect information security incidents, including monitoring mechanisms for potential threats?
	     
	     

	
	b) Are there procedures in place to respond to detected incidents in a timely manner (e.g., initial containment measures)?
	     
	     

	
	c) Are there procedures in place to recover from incidents and to return to proper safety level after an incident?
	     
	     

	
	d) Are the implemented measures adequate and suitable to respond to and recover from information security incidents?
REMARKS/ ADDITIONAL GUIDANCE:

· To be reviewed by TM once ISMS is in place
	     
	     

	IS.I.OR.215 and 230

Internal and External Reporting
	a) Are there procedures for reporting of events within the organisation and from external parties? Are the staff and external parties informed about such procedures?

REMARKS/ ADDITIONAL GUIDANCE:

· Submit evidence how staff and external parties have been informed of such procedures

	     
	     

	
	b) Are there procedures and responsibilities defined for evaluation of events and decision of which ones have to be considered incidents or vulnerabilities?

REMARKS/ ADDITIONAL GUIDANCE:

· Submit a copy of the procedure, clearly defining roles/ responsibilities.

	     
	     

	
	c) Has the organisation developed a procedure to identify which incidents and vulnerabilities have to be reported through the external reporting system?


	     
	     

	
	d) Have procedures for external reporting been defined (including all the stages of reporting, root cause analysis, follow up etc.)?

REMARKS/ ADDITIONAL GUIDANCE:

· Although this regulation does not stipulate the 30 day requirement for a preliminary report, it is suggested that the same procedure is applied
	     
	     

	
	e) Are the staff involved in the processing of internal and external reports properly identified, trained and authorized?

REMARKS/ ADDITIONAL GUIDANCE:

· Submit training or briefing certificates
	     
	     

	IS.I.OR.245

Record keeping
	a) Are there procedures defining which records are retained, the retention period and the format of those records?

REMARKS/ ADDITIONAL GUIDANCE:

· Submit data retention policy
	     
	     

	
	b) Has the organisation defined the appropriate records protection (e.g. against damage, alteration, theft, unauthorised access etc.)

REMARKS/ ADDITIONAL GUIDANCE:
· Adequately protected means from loss of confidentiality, improper use, or loss of integrity
	     
	     

	IS.I.OR.200(a)(6) and (a)(7)
Measures and findings notified by the competent authority
	a)
Has the organisation defined procedures to implement measures notified by the competent authority as an immediate reaction to an information security incident or vulnerability with an impact on aviation safety?
	     
	     

	
	b) Has the organisation defined procedures to address findings notified by the competent authority?
	     
	     

	
	c) Does the organisation within a period agreed with the authority:

1. identify the root cause or causes of, and contributing factors to, the non-compliance;

2. define a corrective action plan;

3. demonstrate the correction of the non-compliance to the satisfaction of the competent authority.


	     
	     

	IS.I.OR.200(a)(13)

Protection of the confidentiality of information received from other org’s
	a) Has the organisation defined procedures to protect the confidentiality of information received from other organisations, according to its level of sensitivity?

REMARKS/ ADDITIONAL GUIDANCE:
· Adopt a need-to-know principle (i.e. limiting access to information to only those who need it to perform their duties).
	     
	     

	IS.I.OR.200(a)(12)

Monitoring of compliance with Part-IS requirements
	a) Has the organisation made available an internal compliance monitoring report, describing the organisational level of compliance with all the criteria described in the columns “ISMM” and “Audit” of this table?

REMARKS/ ADDITIONAL GUIDANCE:
· Submit audit checklist/s
	     
	     

	IS.I.OR.200 (b)
Continuous Improvement Process
	a) Has the organisation defined how they shall assess, using adequate performance indicators, the effectiveness and maturity of the ISMS?
REMARKS/ ADDITIONAL GUIDANCE:
Submit performance indicators
	     
	     

	
	b) Has the organisation defined who shall assess, the continuous improvement process?
	     
	     

	
	c) Does the procedure state that it shall be carried out on a calendar basis predefined by the organisation or following an information security incident?
	     
	     

	
	d) Does the procedure state how, when deficiencies are found, the organisation shall taken the necessary improvement measures to ensure that the ISMS continues to comply with the applicable requirements and maintains the information security risks at an acceptable level? In addition, the organisation shall reassess those elements of the ISMS affected by the adopted measures.
Note: The assessment should take into account the outcomes and conclusions of other information security and assurance processes including audits, management reviews, evaluation of performance, effectiveness and maturity, as well as the outcomes of the derived corrective actions and corrections.

	     
	     

	IS.I.OR.200(c)

IS.I.OR.250
Information security management system (ISMM)
	a) Has the organisations set up an ISMM in accordance with IS.I.OR.250 and as below:
1. a statement signed by the accountable manager confirming that the organisation will at all times work in accordance with this Annex and with the ISMM. If the accountable manager is not the chief executive officer (CEO) of the organisation, then the CEO shall countersign the statement;
2. the title(s), name(s), duties, accountabilities, responsibilities and authorities of the person or persons defined in point IS.I.OR.240(b) and (c);
3. the title, name, duties, accountabilities, responsibilities and authority of the common responsible person defined in point IS.I.OR.240(d), if applicable;
4. the information security policy of the organisation as referred to in point IS.I.OR.200(a)(1);
5. a general description of the number and categories of staff and of the system in place to plan the availability of staff as required by point IS.I.OR.240;
6. the title(s), name(s), duties, accountabilities, responsibilities and authorities of the key persons responsible for the implementation of point IS.I.OR.200, including the person or persons responsible for the compliance monitoring function referred to in point IS.I.OR.200(a)(12);
7. an organisation chart showing the associated chains of accountability and responsibility for the persons referred to in points (2) and (6);
8. the description of the internal reporting scheme referred to in point IS.I.OR.215;
9. the procedures that specify how the organisation ensures compliance with this Part, and in particular:

i. the documentation referred to in point IS.I.OR.200(c;)

ii. the procedures that define how the organisation controls any contracted activities as referred to in point IS.I.OR.200(a)(9);

iii. the ISMM amendment procedure referred to in in point (c);

10. the details of currently approved alternative means of compliance.
REMARKS/ ADDITIONAL GUIDANCE:
· Submit signed statement
· Submit amended manpower plan (refer to IS.I.OR.240 above)
· Include amended responsibilities of CMM

· Submit Annex to contracts or other whereby personnel have confirmed understanding of the assigned roles and the associated information security responsibilities.

· The organisation should define and document procedures for the management of interfaces
Note: The organisation may integrate the ISMM with other management expositions or manuals it holds, provided there is a clear cross reference
	     
	     


Note: S = Satisfactory, NS – Not Satisfactory, NA = Not Applicable.
Compliance  Manager: ............................... ..............................................................    Signature: ..........................................................................  Date: ......................................................
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